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Today we have gathered in the ancient halls of the University of Salamunca, one
of the world's great centers of legal scholarship from centuries past through the present,
Among us are some of the leading minds in the fields of international monetary and
financial law drawn from aboul two dozen countries. Youor area of scholarship, and the
institutions thal many of you represent — whether they be central banks, international
organizations, leading private sector financial institutions, and the professional corps that
supports them - are a testament and daily example of the globalization of the financial
markets. But the topic of our academic session today is that the very success of the
markets in superseding jurisdictional barriers has also rised vulnerabilities for those who
would misuse or abuse the financial system for illegal purposes.

Within the past generation, advances in information technology and
telecommunications have been leveraged by the finuncial industry in this global
expansion. Yet the resuliing disintermediation has also made il easier for criminals 1o tap
into pew institutions and markets without any humaon contact. Growth in global trade has
far outpaced percentage growth in gross domestic product. Bul does this nol also mean
that trade-based money lundering — probably the most utilized method for moving illicit
value scross jurisdictional borders - might be growing in sync” And would this not also
open up new avenues for movement of products that could be exploited 10 produce
weapons of mass destruction or their defivery systems? In the currency markets we have
seen the successtul introduction of the euro and its growing role as a currency for trade,
invesiment and reserves. But do we fully understand the extent to which illicit actors



have altered their cash smuggling from LLS. $100 banknotes to €500 notes? Immigrant
labor has fed demand in fast-growing areas, while sharing some of the benefits back
home through increased remittance flows being sent faster and at falling transaction
costs. Yet how do we distinguish among these millions of legitimate remittances the
transactions that represent repatriation of proceeds from narcotics trafticking or, even
wiorse, conlributions o finance terrorist acts?

How do we approach these daunting prospects in attempting to address these
global risks and vulnerabilities to money launderers, terrorist Minanciers and other illicit
actors? How can we tum these vulnerabilities of the globalized financial markeds into an
advantage? | posit to you thit there is one small, bul specific step in the right direction
that we can and must take, but which has not vet been lully appreciated nor broadly
understood. As | will explain today, the potential benefit of this ool to address these
global risks and vulnerabilities to money launderers, terrorist linanciers and other illicit
actors has only begun (o be exploited {albeit with tremendous inilial sucoess) = thal is the
sharing of financial intelligence through the specialized ceniral agency in each
Jurisdiction known as a financial intelligence unit (FIU).

The explicit recognition and legal framework for the role of the FIL has become
clear only within the past 5 years, and much of the ¢ffort to this point has been in
capacity building and learning process. Today, | posit that information sharing to combat
tran=national threats can and should increase enormously in the future,

= With respect to tactical analysis in support of investigations of specific criminal
turgets, the FIUs have had proven success. In our ever more globalized world,
such success will only increase demand, as more countries become actively
invalved in information sharing, and as law enforcement better understands the
power of this unigue tool.

o The FIUs need 1o expand their collaboration beyvond mostly reactive work, o be
proactive in getting out information about threats to our global parners.

#»  And finally. but arguably the most important, the greatest benefits for
transnational sharing of financial intelligence through FIUs will lie in
transnational collaborntion on strafegic analytical work o understand and begin 1o
address emerging threats and vulnerabilities.

As Director of the Financial Crimes Enforcement Network (FinCEN), the FIL of
the United States, | would like today to lay out my vision for the future of how | hope to
leverape the resources and authoritics at my disposal together with my foreign
counterparts as part of global initiatives to combat transnational crime. Before beginning,
however, | would like to take a step back and provide an overview of how we have come
to where we are today, [1 do this with a sense of humility in this great hall, where legal
scholars past and present have debated the rule of Llaw with respect 10 public protection
and how police power is one of the most basic principles of organized society. ]
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The Relationship Between Money Lunndering and Terrorist Financing

| would like to emphasize that for the purpose of today's discussion on the
importance of the transnational sharing of financial inelligence, the benefits apply both
in the areas of fighting the laundering of money that is the proceeds of crime and in
combating the financing of terrorism. A lot of emphasis has been placed upon the fact
that terrorism might be financed out of funds that have been derived from legitimate
economic activity, moved in transactions that themselves are neither large in value nor
out of the erdinary, and as such would not be detectable by financial institutions, Indeed
the 91 1 Commission concluded that “[tjhe 911 plotters :x-cntunlclaf spent somewhere
between $400,000 and $500,000 to plan and conduct their amack.”™ Although the
hijockers used LS. bank accounts in their own names, there was no reason to raise
suspicion among the banks involved. 2

In efforts to detect, prevent and penalize both money laundering and terrorist
financing, it is critical to “follow the money.” Most criminal activity is motivated by
financial gain, which leads 1o the laundering of proceeds. ' With respect to terrorist
financing. | would like to quote statements from a few weeks ago, on April 1. 2008, by
LS. Treasury Linder Secretary for Terrorism and Financial Intelligence, Stuart Levey, in
testimony before Congress for the 1S, Senate Finance Committee.”

The real value of all of our counter-terrorist linancing elTons is that they provide
us with apother means of maintaining persistent pressure on lermorist networks.
Terrorist networks and organizntions require real financing (o survive. The
support they require goes far beyond funding attacks. They need money 1o pay
operatives, support their families, indoctrinate and recreil new members, triin,
travel, and bribe officials. When we restrict the flow of funds to terrorist groups or
disrupt a link in their financing chain, we can have an impact,

With respect to the terrorist group that poses the greatest threat to the United
States, al Qaida, we have made real progress. We have disrupted or deterred many
of the donors on which al Qaida used to rely, At the very least, these donors are
finding it far more difficult 1o fund al Qaida with the ease and efMiciency provided
by the international financial system. The same applies to many of the charities
that al Qaida previoushy depended upon as a source of funds. To the extent we can
force terrorists and their supporters out of the formal financial system, we force
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* See fd. ut 237 (~The hijackers made extensive use of banks in I.I1= United State, choosing both branches of
intermational benks and smaller regional banks. All of the higncken opencd acooants in decir own nome,
and wsexd passports and sther [demiificatlon documents ihat appeared valld o their fee. .. While the
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basks to suspect criminal behavior, let wlone a terrorist plol o commit mass mundee.”
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have been filed. The hijockers® transactions themaelves were md extruordinary ov remarkable”k
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them into more cumbersome and riskier methods of raising and moving money,
subjecting them 1o a greater likelihood of detection and disruption,

Terrorist financiers anempt to use the global markets and their vulnerabilities to
their advantage in the same fashion as moncy lsunderers. In particular, they seek 1o hide
behind anonymity and conceal their sources.” This in tuen makes them msn:phhle o
some of the same tools in trving (o track them down. Moreover, with respect to
organized terrorist groups, the differences from organized criminal activity have become
blurred in many cases where ill-gotten gains are a major source of funding.” In actuality,
this has been understood and recognized under international law for some time,

The United Nations General Assembly recognized in | 996 that with respect to
measures designed to fight international terrorism that strengthen intemational
cooperation, including information exchange to combat terrorism, among the sources of
terrorist funding were organizations “engaged in unlawful activities such as illicit arms
trafficking, drug dealing and racketeerin ,..F' including the exploitation of persons for
purposes of funding terrorist activities.

¢ Soe Puul Allen Schatl, Relference Cubde to Antl-Money Laundering and Combating the Finsncing af
Terrorism, The World Bank end International Monctary Fund, w:.\lunm B (24 e 2006 ul §-5,
available at hitpo/siteresources worldbank oo EXTAML R
36342787 VR elerenee. Gulde AMLCFT ZndSupplementpdf. !'l'h-'h'dmﬂlﬂﬁ used w launder

misney e essentially the same as those used o comcesd the sources of, and uses for, terroris finuncing.
Funds used to sUpPo lerrorism miny originale from kegitimale sources, criminal activities, or bath.
Nonetheless, disguising the sounce of termorist financing, regardless of whether the sirce is of legitimate or
lieil origin, | imporiant. T8 sownce can be coneealad, It remains avaklabde For fulure wrrors fisencing
petivishes. Bimilarly, it is imponant for ferrorists o coneeal the use of the funds so tha

Il'u.- finuncing sctivity goes undelecied ™).

! See FATF, Terrorist Financing (2008) &t 15, available st hup o, ftf-
pallongilitnpecd 284 102 SBE gl Terrorist use of eriminal sctivity o mbse funds ranges Troen kow-
level (rmid t lnviedvement in serfous ind arganbed erime ) This repert provided more detalls from soiual
cases provided by mubliple countries related 1o terrarism funding from narcetics trafTicking, credit cand
Fraed, check fraud, and extortion of dizipors comimunites.

* See Uiericral Assembly Resolution ATMESS 1210, “Measures 1o climinate hiermathonad termorsm™

{December 17, 1994605, am. §;
Calls upon all States 1o shopt ferther measines in sccordance with (be relevand proviséons of
ndemational biv, including intemationall standards of human rights, 10 prevent termariem and to
strengihen international cooperation in combating tertorism and, (o thal end, to consider the
adopibon of measires such as those comipiied i the ofllelal documient adopited by the groip of
sevient imagor industiolized countries and the Bosstan Federotion st the Ministerial Confarence an
Terrarim, held B Paris on 30 Jaly 1996, and the plan of action adopted by e Inter-Amenican
Specinllzad Conlerence oa Termorism, held at Lima from 23 boe 26 April 1906 under the juspices of
the Chrganization of American States, and in particular calls upon all Swutes:
() To lake steps bo present and epunieracl, through eppropriote domestie measures, the fnancing
ol terrorists amd terrorist organizations, whether such financing b direot or indirect thiough
organizations which also have or clabm to lave charitabbe, socinl or caliural goaks or which are
also engaged In wnlawiliil activities such as illicit armas trafficking, drug dealing and mcketeering.
including the exploitation of persona for purpseses of funding termest activities, and i paricular
to comsisder, where appropeiale, sdopting regulslory measures to prevend and counteruct
movementy of fuibds dugpected o be intendad for larmosist purposes without impeding n any way
the freedom of legitinate capilal movements and 1o kntensify’ the exchange of information
conccrming imemational movements of such Tunds].|



The United Nations Security Council has created universal obligations upen stales
to combal the linancing ol lerrorism, but o review of some of the earlier resolutions with
respect to Afizhanistan and the Taliban shows the connection between the criminal
activity related to narcotics trafTicking as a source of terrorism funding. UNSCR 1333 of
2000 “Demandfed] that the Taliban, as well as others, halt all illegal drugs activities and
work to virtually eliminate the illicit cultivation of opium poppy, the proceeds of which
fimance Taliban terrorist activitics.™" That resolution in pant amended UNSCR 1267 of
1999, which was groundbreaking in the obligations placed upon States, which ultimately
then fell upon the financial industry, to freeze terrorist funds in particular for listed
persons.” But even before the obligation 1o freeze assets, the Security Council had
already recognized that much of the Taliban assets were likely derived from illegal
narcolics activities.”

Yet another example is the Revolutionary Armed Forces of Colombia (FARC), a
notorious narco-terrorist organization. Under ULS. law, the FARC has been designated
and subjected 1o sanctions not only as a significant foreign narcotics trafTicker, but also as
a Foreign Terrorist Organization and as a Specially Designated Global Terrorist,"”

And even more isolated radical groups may seek to fund terrorist acts from
criminal proceeds. Here in Spain, we cannot forget the tragedy of what is known here as
1 1-M, when four vears ago on March 11, a series of bomb blasts on commuter trains lefi
191 dead and over 1800 injured. Early speculation of ties o al-Quida or the separatist
ETA was later dismissed. A month after the bombings, the global press carried the
statements of ﬁu.nu.cl Acebes, the Acting Interior Minister (who happens 1o be a graduate
of the University of Salamanca faculty of law, which hosts the event at which | am
speaking today) that the terrorists financed their plot, including paying for their
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upartment, with sales of drugs and even swapped narcotics for the explosive materials
themselves.""

Global Threats Reguire 2 Concerted National and International Approach

Faced with the foregoing. it is important that we find ways to best leverage the
experience und law enforcement framework that has been developed 1o combat crime in
significant part by tracing the financial proceeds, in ways that can also be used 1o combat
the hopefully less common instances of financing of terrorism.  This applies both within
cach jurisdiction, but increasingly on a transnational seale. | recognize that there is a
perception outside the United States that my country tokes an pggressive stance in the
fight against money laundering and in particular terrorist financing. but | would like 10
emphasize that the LS. Govermnment very much favors o multinational approach. Rather
than repeating details with which the andience today is very familiar - about the
international consensus on the need for global implementation of international anti-
money laundering and countering the financing of werrorism (AML/CFT) standards. |
would instead wish to reiterate the commitment 1o them.

In the recent testimony of Under Secretary Levey which | mentioned earlier,'” he
touched on the eritical role that the LS. Department of the Treasury™s Office of
Terrorism and Financial Intelligence, of which FinCEN is a part, plays in protecting LS.
national security; which in turn enhances our economic security and global prosperity.

Given the global nawre of the financial system, focusing only on the U.S.
financial svstem and its AML/CFT regime is not sufficient. Safeguarding
the LS. financial system requires global selutions and effective action by
financial centers throughout the world, We work toward this ohjective
through multilateral bodies that set and seek to ensure global complinnce
with strong intemational standards.

The Treasury Depurtment primarily advances this strategic objective
through the Financial Action Task Force (FATF), which articulates
standards in the form of recommendations, guidelines, and best practices,
The FATF standards have been recognized by more than 175 jurisdictions
and have been integrated into the work of international organizations such
a5 the United Nations, the World Bank and the International Monetary
Fund,"” The FATF seeks global implementation of its standards through a

" Sew Diale Fuchs, “Spain Savs Bombers Dirank Wiler From Mecca and Sold Dvugs,”™ The Mew York

Thrrwes {Apral 14, 2004} (=~ The Islamic terrorists responsible for the Madrid troin bombings financed ihiis
plot with sales of hashish and Ecstasy and drank holy water from Meoca in ritual *purificathon acis® befone
the attncks, the acting interior minister, Angel Acebes, anid Wednesday. . . . the bombers swapped the drugs
for the 440 pounds of dynamite used in the blass, ., Mr. m:th!.saunllc i i churge of the group’s
fensnces was Jamal Aheidan, o 33-yvear-old Hu:nrwnnn immigrend with an “extensie crimino recond lor
drug trufficking.” . . . Moncy from the drug nl'l'h:lu::rlj. paid for pn apariment hide-oul, o car and the
e:llmmu used 1o detonate the t:mnh. an Inferior Ministry spokesmon sadd.”)
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number of mechanisms. Partnership with the IMF, World Bank and
FATF-Style Regional Bodies ensures that every country in the world is
assessed against the same standards using the same methodology,
AMLICFT is one of twelve core standards used by the IMF to evalunte
financial sector stability and is the sole required standard for all countries.
As of Seplember 2007, the IMF had conducted 50 assessments - four of
which were done jointly with the World Bank — of country compliance
with AML/CFT standards. These assessments highlight the key
deficiencies for countries seeking to improve their AML/CFT standards.
We have seen steady progress in legislation by countries 1o address their
deficiencies identified in their assessments. Assessments also highlight
deficiencies in o way that is useful to the private sector in assessing risk.

Partnership with the Financial Industry in Developing Financial Intelligence

These international financial standards are premised upon close cooperation
between the financial industry and the public sector in order to combat the abuse of the
financial system for money laundering, terrorist financing and other illicit activity, It
may be a bit of an oversimplification, but to me the obligations and responsibilitics upon
financial institutions essentinlly can be grouped into two categories: (i) efTorts to make
their institutions hostile 1o abuse by criminal actors, and (ii) the providing of information
regarding financial transactions to the government.

The former category includes what is known as customer due diligence - 1o know
the customer ta whom the bank or other financial intermediary is providing financial
services, as most financinl institutions would not wish to promote illicit activity. In order
to make this happen, financial institutions are required (o develop AML/CFT compliance
programs with dedicated and trained professionals, and to provide for independent review
of those programs, The AML/CFT programs directly contribute 1o the quality of the data
on financial transactions that are provided 1o the government - e.g.. because a bank has
been diligent in requiring proper identification of its customer, & law enforcement agent
can often relv on a report from that bank to correctly identify an individual at issue.

Countries differ in the financial information that they require by regulation to be
repovted by financial institutions, The most universal type of reporting is with respect 1o
suspicious transactions (STRs) or Suspicious Activity Reports (SARs) as they are known
in the Uinited States. FATF Recommendation 13 states:

IT a financial institution suspects or has reasonable grounds 1o suspect that funds
are the proceeds of a criminal activity, or are related to terrorist financing. it
should be required, directly by law or regulation, to report promptly its suspicions
to the financial imelligence unit (FIU).

It is critical that the financial industry not only be compelled by law to devote the
necessary resources (o its reporting obligations, but also that the industry understands and
is able to take comfort in the specific and necessary purposes for which they bear these



costs and dedication of resources. This requires that the government protect the reported
information and use it appropriately, as it contains sensitive commercial and personal
information. With respect 1o SARs, it has been recognized that even greater protections
are merited 1o foster as open a Mlow of information as possible about suspected illegal or
at least unexplainable activity with respect to a given customer. FATF Recommendation
14 provides that financial institutions should be protected under national law from any
civil or criminal liability for the filing of a SAR, and should not even reveal the existence
of n SAR filing."*

Cther information that is often reported by linancial institutions to the FIU is with
respect to cash transactions, often above a certain threshold.' This isin recognition of
the fact that eriminals often try to exploit the anonymity of cash," More recently, certain
countries have begun requiring financial institutions to report information on cross=border
funds transfiers.

This information stream becomes more valuable than the sum of individual data
points when government analysts can combine not only the insights of multiple differem
reporting entities in the financial industry over time, but also leverage information
technology and telecommunications to combine this information with other data, whether
from law enforcement or intelligence community sources, and other public or
commercially available information. 1t is through careful and experienced analysis tha
the individual points of data can be turned into financial intelligence that aids in criminal
and counterterrorism investigutions as fow enforcement “follows the money.”

Defining the Role of the Financial Intelligence Unit (FILU)

Now working from the presumption of the value to law enforcement of financial
imelligence, how in practice can we put information from the financial industry to use,
especially in an international context, to address global vulnerabilities and figh

" FATF Recommendation 14 provides:
Finamncial indiations, thelr direciors, aflicers p.ndcmph].m s b e
ali Pratected by legal provistons from criminal and civ] Tabiliny for breach of any restriction on
disclosure of informstion imposed by contract or by any legilative, regulatony or administmthe
provision, if they report thelr saspicions in goesd Taith o he FIL, even iT ey did o know
[wﬂ:imh what the Ln'ulrrl].|ng criminal pl;I.i'-'ilf-' was, and regordlcss of whether Illr;u‘:l sctivity
petisally pecurmed.
b Prohibived by lew from disclosing the fact thit o suspicioas transactbon repod {5 TR b or related
information is being reporied 1o the FIL,

" Far o recenl everview of cosh tmmsaction reprorting requirements in the United Siaies ol |ow
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transnational crime? A consensus has emerged that a key role in this effort should be
played by the respective FIL in each jurisdiction.

It is quite rare that international law prescribe how states should carry out
particular sovercign functions, and even rarer that international law would have some
limited view into the way & government onganizes its agencics to camy out certuin
sovereign functions. (For many in the audience here today, | must ask vou 1o set aside
your expertise in the field of central banking, which in the past generation has grown to
be one of the primary exceptions 1o the general proposition just stated.) Yet while some
aspects of international low develop over centuries, the consensus over the specific role
for an FIL within a country’s legal system, and as a predicate to international cooperation
in the AML/CFT area. developed within the past doren vears.

In June 1995, o group of government agencies and intermational orgunizations
gathered at the Egmont-Arenberg Palace in Brussels to discuss money laundering and
wiys lo confront this global problem. They established a Legal Working Group to
examine ohstacles o the cross-border exchange of financial intelligence. In 1996, they
adopted a definition of an FIU {slightly revised in 2004 1o extend the focus from money
laundering to explicitly reference lerrorism financing):

A central, national agency responsible for receiving. (and as permitted,
requesting), analysing and disseminating to the competent authorities, disclosures
of financial information:
(1) concerning suspected proceeds of crime and potential financing of
LETTOTism, or
(i} required by national legislation or regulation, in order 1o combat money
laundering and terrorism ﬁnum:'sng-”

The few agencies in place that acted more or less consistently with this definition
continued meeting on an informal basis after the 1995 gathering in what became known
as the “Egmont Group™ (discussed in more detail below).

The United Nations Convention Against Transnational Organized Crime (Palermo
Convention) of 2000 essentially adopted this definition and urged countries, among other
measures, 1o combat money laundering and, in particular, the exchange of information
internationally to create an FIU. Anicle 7 of the Convention states that each Member
State “shall consider the establishment of a financial intelligence unit 10 serve as a
national centre for the collection, analysis and dissemination of information regarding
potential money-laundering.” " That UN Convention emtered into foree on September

Inteiligence Linkl, ovailabde =
ferpretive pulf-

Sev Unived Mationy Convention Agains Transnational Organized Crime, available o
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by Shall, without prejudice o articles 18 and 27 of this Convembion, ensirne that
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(imeliding. whete appropriate under domesile baw, judicial suthorities ) bave the ahility to cooperate and




29, 2003 and currently has |47 signatories and 143 parties that have completed
ratification.”® The United Mations Convention Against Corruption of 2003 contains
identical language with respect to the potential role of the FILL™

While the original FATF Recommendations from 1990 as revised in: 1996 stated
that countries should “consider™ Ihe concept of a “paticnal central agency™ o receive
reports of financial transactions,”’ it was in the 2003 revisions that the specific role of the
FIL was made explicit. FATF Recommendation 26 now reads:

Countries should establish a FIL that serves as o national centre for the receiving
{and, as permitted, requesting), analysis and dissemination of STR and other
information regarding potential money laundering or terrorist financing. The FIU
should have nccess, directly or indirectly, on a timely basis to the finuncinl,
sdministrative and law enforcement information that it requires 1o properly
undertake its functions, including the analysis of STR.

Onece again, somewhat unique in international law, there has been a global effort
1o establish FIUs as operational entitics within countries. The Anti-Money-Laundering
Unit (AMLLD of the United Nations Office on Drugs and Crime (UNODC), as part of its
Global Programme against Money-Laundering (GPML), provides AML/CFT technical
assistance consistent with L'N-related instruments and worldwide accepted standards,
The GPML has developed, in collaboration with UNODC's Legal Advisory Section and
Intemational Monetary Fund (IMF), model laws tﬂr both commernr oo nnd civif faw legal
systems that include the establishment ol an FIu, =

In the United States, FinCEN was established in 1990 as an office within the
Department of the Treasury.” It was under the USA PATRIOT Act of 2001, however,
that its functions were statutorily formalized as a bureau within the Treasury
Department.™ FinCEN's responsibilitics to receive, analyze, and disseminate financial

exchange informution ot the national uod intermations] levels within the condilions presoribed by B
domestic law and, b that end, shill eonakber ihe establishment of a fnancial Melligence unil 1o serve as a
mational eentre [or the oollection, analysts and disseminagion of infermation regurding potentinl momey-
rmrukrlng:
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inl.clligcrﬁu for AML/CFT purposes and to coordinate with foreign FIL's were codified
inde law.®

Within the European Union, nll Member States had an agency conducting some
FIU functions by no later than 2000.** 1n 2005 this was more formally enshrined in
Community law in the Third Money Laundering Directive, which states unequivocally:
“Each Member State shall establish a FIU to combat money laundering and terrorist
financing. ™"’

The Egmont Group = An International FIL Network
As per the above definition, the FIU is responsible for receiving, analyzing and

disseminating to other government authorities - in particular law enforcement
investigatory agencies and criminal prosecutorial authoritics - the financial information

the Finuncial Crimes Enforcement Metwork (“FinCEN" or the “Burean™) s re-established as o barean
within the Depariment.™).
Pulbs. L. 107-56 (20401 §, ari.
* See 31 LS. § 310(b) Director,—
(1) Appointment,— The head of FinCEM shall be the Director, wha shall be apgointed by the Seorclary ol
the Tireashiry.
(2) Dusties and powers.— The duties and powers of the Diroctor are os follows:
LA
{1} Malntain a governmenl-wiile data access service, with pocesa, bn accordance with applicable
lgal requiremenis, o the folbowing:
(i} Information collecled by the Depariment of the Treasury , inclusding repan infsrmation
filed under subchapier [ of chapler 33 of this tile (such o5 reports on cash it
feeign financiasl agency transsciions and relationships, foreign cummency tranactions,
exporting and imponing monetary instruments, and suspicious activities . .
{C) Anulyze and disseminate the available doa . 10—
{1} Identify possible criminal activily 1o appropriate Foderal. Seate. local. and foreign low
cilofocment igencies:

%) defermine emerging trends and methods in money loandering and ather financial
cTimes;
(v} support the conduet of intel igence or coumerinlelligence activities, inclsding
analyvais, b peotect sgainst international termorism; and
vk suppon govemment indtinthves agamst moncy eundering.
o
(H Cosdrdinate with financial intelllgence units in other cowntries on anti-terroriam ond anti-
J muoney laundering infintlves, and similar offorts,
™ oo Councll Pecision of 17 October 2000 conceming amangements for cooperation between finoncial
imelligence units of the Member States in respeet of exchanging information. L), L 271, 24 October 2000,
p. 4, available ol mm.l_'._g_t:

W pn‘mﬂmh:m mm..‘! (=All M:mb-.-f&lnln huve set up l'immlﬂ Jnn:l!igm:t uniis
(FIs) o collect and anabyse information received under the provisions of Directive 910308 EEC with ihe
pim of establizhing links betwoen suspicious financinl transactions and underly ng eriminal sctivity in onder
i prevend and o combat money loundering.™],

" Disective 3085 E0'EC of the European Porflament and of the Couneil of 26 October 2005 on the
prevention of the use of the financial sysiem for the purpose of money lnundering and termorist financing,
Ol L 1915 (25 Movernber 20087 am. 21011




that has been reporied by financial institutions for AML/CFT purposes. There are
different models under which an FIL can be incorporated within the governmenial
structure of a particulor jurisdiction. The most common, and the form of my agency,
FInCEM, is the “Administrative Model.” “The Administrative Model is a centralized,
independent, ndministrative authority, which receives and processes information from the
financial sector and transmits disclosures to judicial or law enforcement authorities for
pmsu:cul:nn_ It I'um,tinns s o “buffer’ between the linancial and the law enforcement
communities.”™ Many administrative FIUs are situated within the government
framework of the finance ministry or central bank, particularly where the central bank
also retains supervisory functions.

The next most common model is the “Law Enforcement Model [which|
implements anti-money laundering methods alongside already existing law enforcement
systems, supporting the efTons of multiple lvw enforcement or judicial suthorities with
concurrent or sumetimes competing jurisdictional nuthority to investigate money
laundering, "™ Additionally, there are judicial and hybrid models. The point to be
stressed, however, is that each jurisdiction must have a single government agency o
carry out the responsibilitics with respeet to information exchange with FIU counterpans
from other jurisdictions.

The Egmont Group has grown considerably from its first gathering in June 1995,
as the FIUs increasingly focused on nurturing the exchange of information available
within their respective countries, In its Statement of Purpose, adopted at the filth plenary
meeting in 1997, the Egmont Group agreed to pursue among its priaritics the stimulation
of information exchange and o overcome the obstacles preventing cross-border
information sharing. In the Principbes for Information Exchange adopted in 2001, the
Egmont Group stated, frfer alica:

Fil!s should be able to exchange information freely with other FIUs on the basis
of reciprocity or mutual agreement and consistent with procedures understood by
the requested and the requesting party. Such exchange. either upon request or
spontancously, should produce any available information that may be relevant to
an analysis or investigation of financial transactions und ather relevant
mformation and the persons or companies invol ved, ™

The membership continued to focus on progress on the legal and practical aspects
of promoting informaiion exchange, as exhibited in the 2004 Best Practices for the
Exchange of Information Between Financial Intelligence Units."' They focused on the
development of standard Memoranda of Uinderstanding. which albeit is non-binding as a
matter of law, formalized the importance of reciprocity of tremtment. Among the

* Kew Egmont Information Paper on Finnnclal Intelligence Units and the Egmont Group { September 2004)
at 2, ovabluhibe o hupe s egmonigroap, org filesTibmry_ggmont_dscyinlp_paper final ot 20k, pdf,
» See i
“lipnmlﬁnmp. Frin;iph\ finr Informution I'::l.-l.'l'l.l.l'l.gr: Hetween Financtal Irl1t||||_h"l1|..‘=: Uinits amd Termorism
Financing Caes. The Hagtie, 13 Rane 2000, an. 9, gvuiluble ol
S epmonigroap.argprine_info_sschange pdf.
Availuble al hitpiwows cgmonigroupong beitpractices, pdl.



resources they created was the Egmont Secure Web, a secure internet-based mechanism
(hosted by FinCEN) for the exchange and communication of sensitive information.
Similar systems are now being developed, such as FIU . Net, for use among the EU
Member State FIUs. The Egmont Group is working in collaboration with this system in
order o maximize information sharing,

The de facto recognition of the initial success and potential for the FIU model of
information sharing came to be reflected in the international financial standards
mentioned above. For example, as the attention tumed 1o this newly defined need for an
FIU five years ago, the IMF undertook o review, the purpose of which was “to respond to
the need for information on FIUs.*" The IMF concluded:

FIUs are an essential component of the international fight against moncy
laundering, the financing of terrorism, and related erime. Their ability 1o
transform data into financial intelligence is a key element in the fight against
money laundering and the financing of terrorism. The place of FIUs s now well
established in the arsenal of measures to combal these serious crimes. ™

In addition 1o the 2003 FATF Recommendation 26 specifically calling for each
country 1o create an FIU, the Interpretative Note to Recommendation 26 states:

Where 4 country has created an FIL, it should consider applying for membership
in the Egmont Group, Countries should have regard to the Egmont Group
Statement of Purpose, and its Principles for Information Exchange Between
Financial Intelligence Units for Money Laundering Cases. These documents set
ot important guidance concerming the role and functions of FIUs, and the
mechanisms for exchanging information between FILL,

Moreover, the 2003 FATF Recommendations were significantly revised to focus on
international information sharing among competent authorities including FIUs,

specifically in Recommendation 40;

Countries should ensure that their competent authorities provide the widest
possible range of intemational co-operation 1o therr foreign counterparts, There
should be clear and effective gateways 1o facilitate the prompt and constructive
exchange directly between counterpans, either spontancously or upon request, of
information relating to both money laundering and the underlying predicate
offences. Exchanges should be permitted without unduly restrictive

conditions. . . .

" See International Moenotary Fund, Financial Imelligence Units: An Overview (2004, mvailable at
hitpetwwow imforgextormal pebs I edes htm, ot 2 (“The purpase of s hnndbook i 0 responsd 1o
e need for information on F1LIs.™
" G ik w91,
¥ See aleo Interpretative Node 10 Recommendation 40, parn, 4:
FIU's zhoialsd be able to moke inguiries on behall of foreign counterpants wherne thes could be
redevant to pn analysis of financial tmnsactions. At a minimum, inguiries should include:
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In 2007, membership in the Egmont Group had grown to 106 members, reflecting
the dramatic increase in the number of jurisdictions from which either newly established
or significantly enhanced agencies have sought recognition of their operational stalus as
financial intelligence units. The informal model of coordination had also become
increasingly unwieldy. For that reason, the members decided 10 establish a more formal
structure.

At the 2007 plenary, the member FIUs adopted a Charter which states the
following as the “Objectives of the Egmont Group™:

The goal of the Egmont Group is 1o provide a forum for FIUs around the world to

improve co-operation in the fight against money laundering and financing of

terrarism and to foster the implementation of domestic programs in this field.

This support includes:

o expanding and systematizing imternational co-operation in the reciprocal
exchange of information;

= increasing the effectiveness of FIUs by offering training and promoting
personnel exchanges to improve the expertise and capabilities of personnel
emploved by FIUs:

o  fostering better and secure communication among FIUs through the
application of technology, such as the Egmont Secure Web (ESW);

s fostering increased coordination and support among the operational divisions
of member FIUs; and

s promoting the establishment of FIUs in conjunction with jurisdictions with an
AML/CFT program in plece or in areas with a program in the early stages of

development.

The Egmaont Group also created o permanent Secretariat located in Toronto, Canadn, on
the hasis of a host prrangement of the Government of Canada granting the Secretariat and
its officials privileges and immunities.

Supporicd by the permanent Secretariat, the Egmont Group Charter has now
institutionalized the working framework for its membership. The Egmont Commitiee, a
group of 14 members, is an intermediary group between the 106 Heads of member Fllls
and the five Egmont Working Groups, This Committee sddresses the administrative and
operational issues facing Egmont and is comprised of seven permanent members and
seven regional representatives based on continental groupings (i.e.. Asia. Europe, the
Americas, Africa and Oceania). Egmont’s five Working Groups are broken down into

Seanching its own databases, which would include information relaied o susplcious transaction
ropeafs

Searching other daetabases we which i may have dircet or indirect acoess. Including law
enforcement datnhases, public datshases, sdministrative dotabases and commercially gvnilable
dxishases.

Where permitied (o do so, FIUS shoubd also confact other competent suthorities and fnancial
institutions in onder to obtain relevant information.
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Legal, Operational, Training, Information Technology and Cutreach (responsible for
potential candidate FIUs)
FILU Information Sharing in Action

I will mow twrm 1o more practical examples of what it means in practice W share
financial intelligence among FIUs and the benefits to this mechanism for combating
global threats of money laundering and terrorist financing. In summary, the advantages
of FIU exchanges can be characterized by a common purpose, but also financial
analvtical expentise, speed, and confidentiality,

With respect to analytical work, FIUs must be experts in understanding and
interpreting the financial information that is reported to them from financial institutions
in the context of all other data available to them. The importance of this specialization
aver time cannot be underestimated, particularly as compared o the FIU's domestic
counterparts in law enforcement and prosecutorial authoritics who are often generalists
dealing with a range of criminal cases without necessarily specializing in financial
transactions, This has become increasingly apparent as the financial markets become
ever more complex in a globalized world. Maoreover, vulnerabilities to criminal abuse are
increasingly seen in emerging payment technologies and there has been an increased
focus in recent years on .-ﬂl.M!_.-'LFI compliance obligations for banks with respect to
correspondent banking.

There is a generally accepred distinetion between what is known as tactical and
stradegic analysis, with the application of financial expertise having the potential to
become geametrically more valuable with respect to the latier. Tactical analysis in its
simplest form involves the matching of data. For example, if the police have identified a
criminal suspect, they will seek to search against all available datubases to oblain further
identifier information, such as full name, address, date of birth, social insurance, passport
or other unique identifier number. In addition to any of the foregoing. the databases of
financial information available w FIU's may also contain with respect to that suspect
information on bank accounts, including co-owners, and specific transactions. This
information can be immensely valuable in “following the money™ and in identifying ill-
gotten gains for civil or criminal forfeiture proceedings,

While sometimes fairly straightforward, tactical information can be very difficult
to obtain with respect to a foreign suspect were it not for the assistance of a foreign FIL,
For emrmplr:, if a suspected eriminal is wiring funds from his bank to the account ol a
m'rmrutmn abroad, it would be incredibly useful to law enforcement to know whether the
recipient is a legitimate entity as opposed to a front company for which the .:-rimmul
himsell is a disguised beneficial owner merely seeking to hide funds overseas.

" Soe, e, FATF Revised Interpretstive Note o Special Recommendation V11: Wire Trunsfers ( Febmury
200K, available al hitgww farf-guli org/datssecd 1634407684 |6, o[-

* For & description of how FinCEN processes requests from foreign FIUs, see FATF, Third Mutual
Evalustion Repornt on Antl-Money Loundering and Consbating the Financing of Termrism: United Stales
of America (June 23, 20061, paras, [196, 1997, available st hipe/www fatl-

gall orydaaoest 44037101 T72pdf:




In its Fiscal Year 2007, FmCEN reached an all-time record of B55 information
sharing requests received from other Egmont Group FIUs. In a strong effort 1o eliminate
a backlog of requests carried over from the previous year, FinCEN actually responded 1o
%49 separate FIU requests. For many FIUs, FinCEN is a significant partner in terms of
volume of exchange of information, reflecting in significant part the size and importance
of the LS. financial markets and iransactions in dollars, Additionally, FinCEN works
with U5, law enforcement agencies o initiate requests of foreign FIUs 1o obtain
additional intelligence from abroad for ongoing financial crime cases and investigations.
Last vear there were a total of 167 such requests from U5, domestic law enforcement
that resulted in 323 referrals (one case might lead to a referral to more than one FIU in
different jurisdictions) to a total of 82 differem FIUs over the course of the year."’

In contrast to tactical analysis, strategic analysis is undertaken not with respect 1o
a particular criminal target, but rather o analyze or discover particular trends or patterns,
such as on a regional basis, over time, or with respect to valnerabilities in particular
products or industries. Examples where FinCEN has made public its analvsis {in addition
o many non-public studies containing more sensitive nnal:. sis for low enforcement)
include recent studics wnh respect to mortgage fraud, " suspicious activity reporting by
the insurance industry,™ and domestic limited liability companies. "

With respect to the timing of cross-border information sharing, it is particularly
illuminative to consider what other options might be available for o low enforcement
authority to obtain information from a counterpart in another jurisdiction. | caution that
the Egmont exchange of information is generally limited 1o lead information (analogous
1o a “fip™) that is not necessarily admissible in court as evidence, meaning that the FU
request will not necessarily end the resont to other means, but the FIU sharing process
most certainly is meant to facilitate quick assistance in support of criminal investigations.

|15, A fher Ehe initial sereening prodess i Complete, an analyst is asigned (o the e, The
maigned FinCEN analyat i responsible fr moking ull relevandt queries on the subjects named in
ihe request, expanding their rescarch os necessary (and as agreed apon | o inchude any ‘new’
entitbes thad are ideniifted through the research. Quierics are made on all commercial datnbases,
fnancial daiabases snd low enforcesment databases o which FinCEN has aecess. 1§ ofler agencies
hove reguesbed dats on the same entitics (and all parties agree), FinCEN can (acilitate networking
amngad the agencies involval (e, by sharing the contact rames and 1elephone numben of he
uther reguestling agensics),
11T, In general, based on the needs of the requesting agency, Finl’EN can provide a forcign FILI
with three iy pes of data: commercig] dats (peblic regord infoomation); Anancia] dagn (B5A
infosmation); amd law enlsncement dals {foretgn trvel, erintnal bswoey, ind driver hlstoey
recofds). FinCEN propancs a repor that siemmarizes ils Mndings amd forwords B e the requesier,
7 Ker FinCEN, Armual Repon for 2007, s 33, avuilable w
i 1) Sy 2N T i
FinCEN, Morigage Loan Fraud: An Upeate of Trends Based Lipon an Analysis of Suspicious Activily

Reporis (April 2008}, avuilable at hitps v fingen. goviMorgigel oanFrudS A RA ssesment, gl

™ FinCEN, Insurunce Industry Suspicious Activity Reporting: -'m Assessment of Suspicious Activity

Repor Filings {April 2008}, available a1 M i

“FinCEN, The Role of Domestic Shell Companies in F Inﬂdul Crime and Money 1 :lludln'lrng__ Limmiited

Linhiliny € nlmﬂlnlﬂlhmmh'r 2006 , wvubludble an ey ineetugend LLCAsscaament FINAL pdi.
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In recognition of the first speaker af today’s session, Mr. Mariano Simancas, Head
of Serious Crime at Evropol, | should note that the European Council has decided
explicitly that in promoting the exchange of information among Member State FIUs, that
this would not substitute for the Member State obligations towards Europol.' It remains
the case, however, that a request under a Mutual Legal Assistance Treaty or from one
Judicial autherity 1o another pursuant 1o letters rogatory could take months or even years
for a response. In comparison, under the Egmont Group's Best Practices, a response
should be provided within a month, with urgent requests such as those related 1o
terrorism investigations often answered within a matter of days.

1 am prowd 1o be able 1o say here 1oday that FinCEN “worked closely with the
Spanish FIU following the Madrid bombing.™ It is also public information that
FinCEM “offened assistance to the British FIU following the subway and bus bombings in
London™ on July 7, 2005 (777" “FinCEN routinely serves as an intermediary
between LLS. law enforcement and its FIU counterparts by requesting information on
terrorism-related investigations, All requests from foreign FIL s relating 1o terrorism or
terrorist funding receive immediate attention and comprehensive research and
analysis.™"" The dedicated men and women of FinCEN need no encouragement in this
role,* and we will continue 1o do the utmost within our authority together with our law
enforcement and intelligence community partners 1o collaborate with counterpart FIUSs to
prevent and investigate terrorist attacks.

Finally, it is eritical 1o emphasize the importance of confidentiality and protection
of the sensitive commercial, financial, and personal information that is entrusted 10 FILs,
While initially one might consider this a problem for international sharing among Fills,
instead the Egmont Group has worked to ensune protections that have led to the
promotion of the FIU channels as a preferred legal means for the cross-border sharing of
imfiormation,

FATF Recommendation 4 states that “Countries should ensure that financial
mstitution secrecy laws do not inhibit implementation of the FATF Recommendations.”

! See Council Dhecidion of 17 Ociober 2000 cocerning arrangements for cooperation between financial
infelligence units of the Member States in respect of exchinging informadien. 0.0, L 371, 24 Cclober 2N,

p. 40, availobke ot hl;l.l'r' ¢‘HL—
Wy

_H'.IIH!H_WE!ML m_ rl ["Thh. Eh:lm.un sluall hmmph:mnrmj without prn]udlm lad |h:- Mnﬂ‘mr '-.mm.
obligations mwirds Europol, ds they have been laid down inothe Exrop Convention ).
T FATF. Third Mutual Evaluation Report on Anti-Money Laundering and Combating the Financing of
Terrorism: Unfled Stales of Ammerica (June 21, 2006), pasa. | 190, availoble ad hopSwsw Gitl-
Fl'.EE!ﬂﬂ!Hﬂi ST 0] T miE

! K

" il
# Sev White House News Relome - President Announess Crackdown on Terrorst Financial Notwork;
Rermarks by the President in Announcement on Financial Aspects of Terrorism. dellvered at the Finangial
Crimes Enforeement Metwork (FinCEN ) (Navember 7, 2000 &, available st
nttpovww. whilchouse. povnews releases/ 2001 /1 12001 11 07-4hwml (President George W. Bush: ~You're
doing some imaginative work here ot the Financial Crimes Enforcement Melwork, and | wani o thark all
thee Mine Americans whi are on the frond lne ol sur war [against teme ], the people who woek here, ")



Funthermore, FATF Recommendation 40, clause b, states “Countries should not invoke
laws that require financial institutions to maintain secrecy or confidentiality as a ground
for refusing to provide co-operation.” The EU Data Protection Directive specifically
allows Member States to provide exceptions in order to promote criminal
investigations.*”

In addition 1o the focus on confidentiality oullined above, the Egmont Group is
very clear in this regard. For example, the Principles for Information Exchange state,

irter rliar

7. FiUs should work to encournge that national legal standards and privacy laws
are not conceived so as to inhibit the exchange of information, in accordance
with these principles, between or amaong FILUs,

11, Information exchanged between FIUs may be used only for the specific
purpase for which the information was sought or provided.

12. The requesting FIU may not transfer information shared by a disclosing FIL
to o third party, nor make use of the information in an adminisirative,
investigative, prosecutorial, or judicial purpose without the prior consent of
the FIL! that disclosed the information.

13. All information exchanged by FIUs must be subjected 1o strict controls and
safeguards 1o ensure that the information is used only in an authorized
manner, consistent with national provisions on privacy and data protection.
At a minimum, exchanged information must be treated as protected by the
same confidentiality provisions as apply to similar information from domestic
sources obinined by the receiving FIL,

The Future — Realizing the Potential of Information Sharing and Strategic Analysis

A recurring theme throughout this presentation thus far has been a building or
growing process, which 1 like to refer to as a type of capacity building. 1 should not
forget 1o mention in this context the technical assistance and training efforts conducted by
FinCEN not only in conjunction with the Egmont Group, but in close conjunction with
others in the Departments of the Treasury and State. Some examples were included in
FinCEN's 2007 Annual Report, including: *Mentored the Nigerian FIL! in an 8-month
effort during which five FinCEN employees went to Nigeria to provide guidance to the
new FIU on regulatory, analytical, and information-technology-related matters.”™" To me
personally, such a significant dedication of FinCEN"s resources reflects both hope for the

™ See Directive Y4HEC of the Furopean Parliament aid of the Council ol 24 October 1995 on the
peotection of individualy with regand 1o the processing of personul data snd on the free movernent of such
dntg, 00, L 281 (23 November 1995) art. 13 (“Member States may sdopt legislative measunes 10 restrict (be
scope of the obligiations and right provided . , . when such restriction constitutes a necessary measure o
safeguard! () national security; (B defenoe; () public security; (d) the prevensbon, investigation, desection
and prosecution of griminal offences . . . L Sée wlio, rugpra, Council Declsion of 17 Chelober 2000
conceming armangemenls fof cobporation betvween financial intelligence anits of the Member States in
respect of exchanging mlormation, OLL L 271, 24 Ogtober 20000, 0, 446,

" See FinCEN, Annual Report for 2007, at 33, available at

hittpsttwwon fincen gov/ AnnuatBeponl Y 007, pd(



Nigerian people that the FIL will be among the government eniities leading an
emergence from a past marred by corruption and mismanagement, and also an
expectation that an investment in the FIL of Africa’s most populous country will be
leveraged through joint cooperation with Nigeria's neighbors. Indeed the Nigerian FIU,
which itself only became an Egmont Group member in May 2007, is co-sponsoring the
Kenyan, Ghanan, and Tanzanian FIUs for eventual membership in the Egmont Group.
Other examples of recent analytical training that FinCEN has conducted for FILU s1aff and
relsted officials has been with respect to countries that FinCEN is sponsoring 1o help
become eligible as a functioning FIU for fulur-: membership in the Egmont Group,
including Afzhanistan and Saudi Arabia.*®

S0 where are we heading” International financial standards in the AML/CFT
have been initinted and matured. The legal frameworks hove been determined and are
being implemented. Technical assistance in AML/CFT matters is being promoted bath
by individual countries and intemational organizations such as the IMF and World Bank.
Individual jurisdictions have established the requisite framework, in particular with the
development of FILs. along with the human and IT resources necessary for them to
function. An understanding of the importance of AML/CFT efforts is growing, in ierms
of these responsible for complisnce in financial institutions and supervisory authoritics,
and with respect to the ability of FIL analysts, law enforcement and prosecutorial
authorities 1o understand illicit financial activity and hold criminals accountable. Data is
being collected, and over time trends and patierns will emerge under the puise of skilled
analysts. The value of financial intelligence 1o combat money launderers, terrorist
financiers and other illicit actors is growing. What does this all mean with respect to the
preferred model thast | have lnid out for cross-border information sharing through FI1Us?

The flosdgates of information sharing are about fo open.

There can be no other conclusion. In Tact, this is what we have all hoped for and
should expect, as the reason that we have been building capacity from an international
viewpaint is to provide for transnational sharing in order to combat the increasingly
global threats of money loundering, terrorist financing, and other illici activity, We have
established the processes: now we must putl them to work.

With respect to tactical snalviical requests, it is obvious that as the number of
jurisdictions with active FIUs increases, the number of inquiries can only go up.
Moreover, as law enforcement and prosecutorial authorities come 1o better understand the
unigue avenue for requesting foreign information via FIU channels, they will certainly
mcrease the number of requests they initinte, (1 am personally convinced of this and have
spent a significant part of my efforts in educating domestic LS. low enforcement
ugmmsnl’lhe mwmgntw: tools that FinCEN can offer them, mnlu:lmg with respect to
processing requests 1o foreign FIUs.) Moreover, for all panties, increasing familiarity and
evidence of success will lead 1o greater interest to use the tools available wo them.,

W See id w4



As an international community, we have up o this point failed to adequately take
full advantage of the opportunity 1o make “spontaneous”™ or “voluniany” disclosures. For
exumple, through analysis of reporting my agency receives from LLS. banks, we may
become aware that one or more transactions imvolved the transfer of significant funds to a
third country with no apparent personal or commercial motive for the known parties
involved. This might not merit opening a case file in the United States, especially when
compared with all of the competing claims on law enforcement resources. But shouldn™t
we at least consider sharing an approprinte subset of that information with the FIL! of that
foreign country” 1f the situation were reversed, wouldn't we want to know if that third
country FIU were 10 become aware of unexplained transactions of funds entering the
United States? To my knowledge, such voluntary disclosures continue to represent a
very small percentage of the total ransnational flow of financial intelligence: however,
resources permitting, increasing their volume and quality is in the global community’s
Common interest.

To illustrate proactive, voluntary sharing by FinCEN with foreign FIUs on a
broader level which | can discuss publicly, | will describe recent sharing of FinCEN
guidance to LS. financial institutions regarding money lnundering threats. The first
example is with respect 1o the Republic of Uzbekistan, which through a series of decrees
in recent months has suspended implementation of its AMLACFT lnw, which had only
come into effect in 2006 consistent with international standards. Among other measuncs,
Usbekistan stengthened bank secreey and actually prohibited law enforcement from
inguiring about cash d-l:!l'l-l,‘lﬁll:"i. of any size. On March ..'!ﬂ. 2008, FinCEM issued guidnn-:t
that LS. financial institutions "should take the risk arising from the deli ||.||:n1:|=.5 in
Uzbekistan's AML/CFT regime into account for increased due diligence.”

FinCEN issued another piece of public guidance that same day, which followed
passage of United Nations Security Council Resolution 1803 of March 3, 2008 calling on
all States to exercise vigilance over activities of financial institutions in Ih:lr h:fﬁiunh
with all banks domiciled in Iran and their branches and subsidiaries abroad.” The
guidance recalled Security Council Resolutions 1737 and 1747 designating Iranian
entities involved in proliferation of weapons of mass destruction and their delivery
systems, as well 8s two expressions of concern by FATF regarding deficiencies in the
Iranian AML/CFT regime that represent a significant valnerability in the international
financial system. FinCEN provided further information on the Iranian institutions lor
which the UN obligation of increased vigilance apply. With respect to each of the
foregoing pleces of guidance, | immediately shared them with my Egmont Group
counterparts around the world, who similarly would wish to take actions to educate their
respective domestic financial institutions of these global risks and obligations 1o mitigate
them."

* Sve FinCEN Guidance to Financial Institutions on the Money Laundering Threal Involving the Republic
-n-l' L bkistun ot hitpeiwww fingen, gos in-2008-
W r FinlEN Goidanee o Financial Insittions on the Increasing Money Laundering Threat Involving

Iklicis Iraninm ut hipswww fineen.gos/guidance i nencasing mit_irnnisnhim



Finally, and perhaps most importantly, | wish 10 tum o the potential for bilateral
and multilateral imemational collaboration in strategic analysis. All of the understood
benefits of strategic analysis domestically - e.g., proactive investigation to get a “big
picture” of emerging and larger threats or vulnerabifities ~ can only be multiplied by the
prospects of transnational collaboration through the ability 1o join expertise and
information.

In my first year as Director of an FIU, | have often analogized too much of my
carcer as a central banker. In working for a governmeni agency that by definition is one-
of-a-kind in any junisdiction, one must look abroad 1o leam from the best practices of
counterparis. At FinCEN, | have already put this conviction into practice with respect to
our regulatory responsibilities, through very fruitful discussions with our counterpart
financial intelligence units and AML/CFT regulators. We gained insights, for example,
in our ongoing altempts 1o focus both financial industry and government supervisory
authority efforts on risks: in Canada by the Financial Transactions Reports Analysis
Centre (FINTRAC) and the Office of the Superintendent of Financial Institutions (OSFI),
and by the United Kingdom in the Serious Organised Crime Agency (SOCA) and the
Financial Services Authority (FSA). | expect that we will be able to incorporate some of
what we have learmed into future efforts (o make our domestic regulatory framework
miore efficient and effective.

I is time o similarly engage in strategic analviical work in collaboration with
other FIL's, something that FinCEN has not vet accomplished on any project of
significant scale. It is a priority to now make that happen.

This past week, | met in person with my counterpan director of the Mexican FIL,
and, separately two days later, my counterpart director of the Canadian FIL. In each case
we explored the possibility and specific oplions for joint strategic analytical projects to
combine the expertise of our analysts and consider what answers might arise from posing
the same queries through the respective data available to us. | belicve that this is exactly
whal the American people would want — o work with our counterparts to gain any clucs
that might help us together with our neighbors 1o secure and protect the homeland’s
southern and northern borders. If nothing else, wouldn®t it be interesting 1o know about
discrepancies between the financial data reporied on the respective sides of the border,
and, however limited those data sets might be, whether such discrepancies might yield
clues or leads for possible illicit activity? We will never know if we don’t query the
available data.

Two days ago when | arived in Madrid, [ visited the Spanish FIU and posed the
same types of questions and explored analogous possibilities for joint strategic analytical
work, Here, the options might be more complicated, but even more intriguing. Do the
historical, economic, linguistic and cultural ties dating back centuries 1o the glory days of
Salamanca where we gather today for this session somehow contribute to vulnerabilities
that criminals are able to exploit? Perhaps we need a trilateral effort among the United
States, Spain, and some of our key Latin American partner FILUS to find out. | will leave
Spain with a strong impression of the FIL's central role in the active use of linancial



imtelligence to combat organized crime and terrorist financing, as well as not only
reaffirmation of the importance of, but also their commitment to join FinCEN in
furthering, proactive sharing of information among FIUs and joint strategic analvtical
work.

I look forward to the next Egmont Group plenary meeting in Seoul, Koren next
month together with the leadership of the FIUs of over a hundred other jurisdictions. We
will most surely discuss the positive developments with respect to capacity building
around the globe, as well as how the financial market outlook has shifted, and some of
the new criminal typologies that are emerging. | personally will also advocate for greater
information sharing, particularly with respect to voluntary disclosures and possible joint
strategic analytical work, 1t°s our responsibility in combating money laundering and
terrarist financing.

Conelusion

Criminals and terrorists do not respect laws; we should not expect them 1o respect
borders, Financial markets are global. Financial intelligence can help governments tum
vilnerabilities 1o our advantage in efforts to protect the public from serious crime and
terrorist acts, We must use this powerful tool available 1o us to extend law enforcement’s
reach bevond jurisdictional limitations through transnational cooperation.

An international consensus has emerged that a key role in such efforts should be
played by a designated central agency to serve as each jurisdiction’s finaneial intelligence
unit.  FIUs can bridge the gap by receiving certain information from financial institutions
subject to controls and protections; and applying their expentise to develop financial
intelligence that is accessible and applicable to law enforcement investigations. FIUs
have been given unique Jegal authority and have developed the infrastructure necessary to
transcend jurisdictional borders to appropriately share financial intelligence. Benefits
from such sharing hove been well proven in tactical support of actual law enforcement
imvestigations. Now it is time 1o unleash the potential for proactive information sharing
and joint strategic analytical work. In our increasingly globalbzed world, we must take
FIL information sharing to this higher plane to realize its potential 1o further
transnational efforts 1o combat the global threats of money laundering, terrorist financing,
and other illicit activity,

¢00

-
L]



